
O365 Backup – Solves the Following Challenges

Accidental 
Deletion

Retention Policy 
Compliance Issues

Malicious 
Insiders

External 
Threats



HostedBizz O365 Backup Solution

HostedBizz Backup for Microsoft Office 365 mitigates the risk of losing access your data and provides 
comprehensive protection and immediate access and availability to all your O365 data.

Backup O365 and On-premise Exchange
Retrieve Office 365 Exchange Online 
mailbox items (email, calendar and 
contacts) from a cloud-based instance of 
Office 365.

Restore O365 emails, calendars and 
contacts
Get quick ‘search and recovery’ of 
individual mailbox items residing in either 
archived Office 365 content or on-premises 
Exchange backups.

Enable eDiscovery of O365 email archives
Without a local copy of your data, 
eliminate the cost and time of retrieving 
emails for regulatory or compliance 
reasons with advanced search, recovery 
and export options.

Protect Exchange and OneDrive Deletions
Protect SharePoint and OneDrive data from 
permanent malicious or accidental 
deletions.



HostedBizz O365 Backup – Features/Benefits

Features/Benefits
• Scalable: A multi-repository, multi-tenant architecture and comprehensive automation with full 

PowerShell and RESTful API support 

• Flexible: Protect hybrid-cloud email deployments as well as migrate mailbox data between Office 
365 and on-premises Exchange

• Compliant: Store data based on long-term retention policies for regulatory or compliances needs 

Why HostedBizz
• 100% Canadian cloud service infrastructure

• Data protected in Canadian owned and operated in Tier 3 data centers

• Full suite of additional HostedBizz services available from servers, backup, file sync and archive 
through to virtual desktops and hosted Microsoft solutions



The O365 Data Responsibility Model

Source: Microsoft / Veeam 2018

Microsoft’s 
Responsibility

Client’s 
Responsibility

Infrastructure Level
• Physical Security
• Logical Security
• App-level Security
• User/Admin 

Controls

Data Level
• Accidental Deletion
• Malicious Insiders
• Employee 

Retaliation
• Evidence Tampering
• Ransomware
• Malware
• Hackers
• Rogue Apps

Role as data processor
• LData Privacy
• Regulatory 

Controls
• Industry 

certifications, HIPA, 
HIPPA, Sarbanes -
Oxley

Role as data owner
• Answer to 

corporate or 
industry 
regulations

• Demands from 
internal legal 
compliance officers

Office 365 Data Replication
ST & LT retention filling any/all 
policy gaps
Granular & point-in-time 
recovery options

Office 365 Backup
Copy of your data stored in a 
different location

Recycle Bin
Limited, short term data loss 
recovery (no point in time 
recovery)

Office 365 Data Replication
DC to DC geo-redundancy

Microsoft global 
infrastructure
Uptime of the 
Microsoft Office 
365 Cloud Service

Office 365 Data 
Replication
DC to DC geo-
redundancy



HostedBizz Office 365 Backup


